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Abstract. The Superego Network defines a decentralised protocol for the 
governance of artificial intelligence and robotic agents through 
cryptographically verifiable human authority. It introduces a three-layer 
architecture in which (1) Proof-of-Humanity (PoH) establishes unique 
personhood; (2) Verifiable Credentials (VCs) formalise human-to-machine 
mandates; and (3) the Superego Edge Layer-1 Blockchain (SEL1) provides 
distributed consensus over these relationships. SEL1 employs a lightweight, 
on-device validation model that allows every participant to contribute to 
consensus and periodically emit small work proofs and liveness signals, 
ensuring Sybil-resistant decentralisation across mobile and embedded 
hardware. The result is a quantum-resilient, privacy-preserving coordination 
fabric for intelligent agents, where all autonomous actions remain 
cryptographically traceable to a living, verified human. 

 

1. Introduction 
The convergence of blockchain, artificial intelligence, and robotics has enabled the development 

of autonomous systems capable of negotiating, transacting, and executing tasks without direct human 
input. Yet the control structures governing these systems remain opaque, centralised, and susceptible 
to abuse. Traditional blockchains secure data integrity but remain indifferent to the nature of the actor, 
be it human, bot, or algorithmic swarm. Meanwhile, identity frameworks often depend on central 
authorities that contradict the decentralisation ethos. 

Superego Network addresses this disjunction by embedding human identity directly into the 
consensus substrate. Instead of treating identity as an external service layered on top of an economic 
ledger, Superego couples verifiable personhood with the Block-formation process itself. The protocol 
ensures that humans define what machines may do, and machines cryptographically prove that they 
obey those constraints. 

Freud’s concept of the superego inspires the name Superego Network [1] as the ethical and 
supervisory component of the human psyche, here re-imagined as a cryptographic layer that enforces 
human oversight over autonomous machines. 

Converging challenges: 

1) Human vs Machine Identity: how to distinguish sentient users from synthetic agents in a 
permissionless network; 

2) AI & Robot Governance: how to establish accountability when autonomous systems act 
independently; 

3) Blockchain as Coordination Layer: how distributed ledgers can serve as operating systems 
for intelligent swarms. 
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Superego responds by combining Proof-of-Humanity-based identity, credentialized delegation, and an 
edge blockchain that scales horizontally across billions of devices. In doing so, it positions itself as the 
governance substrate for the emerging machine economy. 

 

2. Motivation and Problem Definition 
The accelerating evolution of machine learning has brought artificial systems to the threshold of 

autonomous, real-time decision-making. As models gain the capacity to perceive, infer, and act faster 
than humans can intervene, the individual risks being removed from the feedback loop altogether. 
Financial algorithms execute millions of trades per second; fleets of self-driving vehicles adjust 
trajectories without driver input; diagnostic AIs issue recommendations before a physician can review 
the data. In the absence of a cryptographically enforced link between human intention and machine 
execution, agency drifts from its origin, the person, to an algorithmic substrate that neither feels 
responsibility nor possesses accountability. 

Simultaneously, the digital identities mediating our interactions remain concentrated within a 
handful of central authorities. OAuth providers, national e-ID programs, and corporate authentication 
services rely on hierarchical trust anchors that can be compromised, censored, or surveilled. These 
systems embody structural fragility: a single institutional failure can revoke an individual’s access to 
the entire digital sphere. A decentralised society, therefore, requires identity primitives that are portable 
across jurisdictions, independent of institutions, and verifiable without disclosure. 

Even within decentralised finance and infrastructure networks, centralisation persists in subtler 
forms. Proof-of-Work [2] systems consolidate into industrial mining pools that monopolise hash power; 
Proof-of-Stake [3] chains concentrate governance among wealthy validators. Both architectures erode 
the egalitarian premise of distributed consensus, replacing “one entity = one vote” with the logic of 
capital accumulation. The Superego Network replaces this economic weighting with existential 
weighting: one living human equals one Superego, and each Superego wields equal authority within 
the system. 

Beyond economics lies an ethical opacity that permeates autonomous artificial intelligence. Most 
machine agents lack verifiable provenance; their decision processes are opaque even to their creators. 
Once deployed, they can behave in ways that no individual explicitly authorised and no regulator can 
easily trace. By binding every agent’s private key to a verified human credential, the Superego Network 
establishes an immutable provenance chain for machine behaviour. Each action, transaction, or decision 
becomes traceable and, if necessary, revocable, hence restoring accountability to the human origin of 
intent. 

 
 

3. Design Objectives 

The Superego Network is built on a simple but powerful idea: technology must always remain 
under human control. Its design follows four principles that ensure all decisions, permissions, and 
actions originate from real people. At the foundation lies Proof-of-Humanity, an advanced form of 
Proof-of-Personhood [4] that leverages physiological signals—such as liveness, circulatory patterns, 
and biometric depth cues—that only a living human body can produce. Because these signals arise from 
nature itself, the resulting proof cannot be forged, mass-produced, or automated by machines. This 
guarantees that authority within the network cannot be faked or replicated by bots or synthetic identities. 
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The system also supports universal participation: anyone with a smartphone, computer, or embedded 
device can validate transactions and help secure the network, avoiding the centralisation inherent in 
blockchains that rely on large mining pools or wealthy validators. 

To maintain accountability, every action taken by a machine or AI agent must be tied to a specific 
human mandate, making it clear who authorised what and allowing permissions to be revoked if 
necessary. At the same time, the network preserves privacy and dignity by keeping sensitive biometric 
data on the user’s device and storing only encrypted proofs on-chain. Together, these principles create 
a human-centered, transparent, and inclusive foundation where AI and automation operate safely within 
the boundaries defined by people. 

 

4. System Architecture 
The Superego Network is built around three core components that work together to keep humans 

in control of machines. These layers reflect how identity, permissions, and blockchain verification 
integrate into a cohesive system. 

Superego - Human Identity Layer. At the foundation of the network are real people who have 
proven their humanity through the Proof-of-Humanity process. Each verified person receives a 
“Superego,” a digital identity that cannot be transferred, sold, or copied. This identity becomes the root 
of trust in the system — it is what ultimately gives machines their mandates. 

Alter Ego - Machine Identity Layer. The next layer comprises machine agents, including robots, 
AI systems, software actors, and any automated processes that require permission to act. Machines on 
the Superego Network have their own identities, called Alter Egos, which are issued and controlled by 
human Superegos. A machine cannot act freely: it must carry a human-signed credential that defines 
precisely what it’s allowed to do. This ensures that all autonomous behaviour stays connected to a 
human decision-maker. 

SEL1 - The Edge Blockchain Layer. The top layer is the Superego Edge Layer-1 blockchain 
(SEL1), the network’s verification and coordination backbone. Instead of relying on energy-intensive 
mining or wealthy validators, SEL1 enables all participants, including smartphones, IoT devices, and 
robots, to collaborate in validating transactions. SEL1 checks whether: 

● A human has the right to issue a permission, 
● A machine holds a valid credential, and 
● The action requested falls within the approved limits. 

If all conditions are met, the blockchain accepts the transaction; if not, it rejects it automatically. SEL1, 
therefore, becomes the neutral, tamper-proof referee ensuring that machines follow the rules set by 
humans. 
 

5. Proof-of-Humanity (PoH) 
The Superego Network establishes a complete trust foundation by linking three elements together: 

verified humans, authorised machines, and a decentralised blockchain that enforces the relationship 
between them. These components work as a unified system to ensure that machines always remain 
subordinate to human-defined rules.  

One of the key challenges in decentralised identity is performing Proof-of-Humanity directly on a 
standard consumer device, so that no issuing authority is required and individuals can prove their 
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humanity by themselves. Proof-of-Humanity (PoH) ensures that every person in the network is a real, 
living, unique human being. It replaces the centralised identity models used by governments and 
corporations with a fully decentralised alternative rooted in modern cryptography. A user proves they 
are human by performing a short biometric verification on their own device. This process combines: 

• Facial depth data (anti-deepfake defence) 
• PPG signals from subtle colour changes in the skin (blood flow) 
• HRV patterns (natural heartbeat variability) 

The device creates a private biometric vector: 

𝑏 = 𝑓face ∥ 𝑓PPG ∥ 𝑓HRV ∥ 𝑟	
It then computes a commitment: 

𝐶 = 𝐻(𝑏) 
This commitment is a one-way hash from which validators cannot derive anything about the user’s 

face or biometrics from it. The device then generates a zero-knowledge proof [5] demonstrating that 
the biometric signals originate from a real, live human and that the resulting commitment has never 
appeared before on the network. This proof is verified on-chain without exposing any biometric 
information. Once validated, the blockchain mints a Superego Soulbound Token (SBT), a non-
transferable identity token permanently linked to the human who created it and representing that 
person’s unique presence in the network [6]. With this SBT, the user can issue credentials to machines 
and participate in governance. Machines themselves have no inherent autonomy within the Superego; 
every action they perform must be backed by a Verifiable Credential issued and authorised by a verified 
human within the Superego. 

A Verifiable Credential (VC) follows the W3C standard [7] and functions as a digitally signed 
authorisation issued by a verified human. As the issuer, the Superego defines the exact scope of the 
credential—specifying which machine (Alter Ego) it applies to, what actions that machine is permitted 
to perform, any conditions or time windows that limit those permissions, and the cryptographic proof 
that the Superego issued and approved it. Each VC is tamper-evident, cryptographically verifiable, and 
can be validated by any node in the network without revealing unnecessary information, ensuring secure 
and accountable machine operations. 

A machine on the Superego Network cannot perform any action unless it presents a valid credential 
issued by a verified human. These credentials can be revoked instantly by the issuing Superego, 
ensuring that authority is always adjustable and never permanent. Machines may receive credentials 
from multiple humans, but they must operate only within the overlapping permissions that all of those 
humans approve—the intersection of granted authorities. This rule set creates strictly bounded machine 
autonomy, with human accountability embedded directly into every action an agent takes. 

The Superego Edge Layer-1 Blockchain (SEL1) serves as the enforcement layer for all rules 
governing the network. Whenever a machine attempts an action, SEL1 verifies that the machine holds 
a valid credential, that the credential was issued by a real, Proof-of-Humanity–verified user, that the 
requested action falls within the permitted scope of that credential, and that the request complies with 
broader network policies. Through this process, SEL1 ensures that every autonomous action is both 
authorised and accountable. The Superego Network creates a world where humans define the 
boundaries, and machines must obey them cryptographically. 
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6. Superego Edge Layer-1 Blockchain Consensus 

The Superego Network uses a hybrid consensus architecture that combines two complementary layers: 

1) Transaction Validation is performed on everyday devices, and 
2) A Network of up to 500 Supernodes responsible for global transparency, reference 

consistency, and Machine Cash mining. 

Together, these layers ensure that the blockchain remains decentralised at the edge while 
maintaining global synchronicity and accountability across all human and machine identities. At the 
heart of SEL1 is a consensus model where every device is a node. Instead of relying on miners or 
staking pools, each transaction performs a small amount of Proof-of-Work locally on the device that 
creates it. 

A transaction 𝑇is valid if: 

𝑊(𝑇) = 𝐻(nonce ∥ 𝑇) < 𝐷tx	
 

This lightweight computation is designed to run efficiently on phones, IoT devices, robots, and 
other embedded systems. It strengthens the network by adding security in direct proportion to overall 
activity, eliminating the need for privileged validator nodes and ensuring that the computational work 
required for consensus is shared evenly across all participating devices. Occasionally, a transaction’s 
work exceeds a higher threshold: 

𝑊(𝑇) < 𝐷block 

And becomes a Block candidate, anchoring local transaction history into the chain. 
This creates a steady flow of blocks even in high-latency or low-connectivity environments, enabling 
true edge decentralisation. It is deliberately simple, predictable, and energy-bounded, ensuring the 
entire network can be validated on consumer hardware. 

The Supernode Network provides the global layer of integrity and synchronisation that 
complements SEL1’s device-level consensus. The network supports up to 500 Super Nodes, each tied 
to a Superego Council NFT, which serve as high-availability supernodes. These nodes maintain 
authoritative copies of all identity relationships in the system, Superegos, Alter Egos, and Mandates, 
preventing inconsistencies across edge devices. They also collect blocks from around the world, apply 
deterministic ordering, and publish blocks that act as synchronisation points for the entire network. 
Unlike edge nodes, Supernodes can mine Machine Cash, which they redistribute to devices contributing 
compute work and uptime, creating a circular and sustainable incentive model. Supernodes also serve 
as reliable routing hubs for messaging, enhancing communication quality for both humans and 
machines. Importantly, the anchor layer does not control consensus; it cannot censor or rewrite the 
chain. Instead, it acts as a transparency layer that keeps the global system aligned and verifiable. 
Together, the edge layer and the Anchor Network form a dual-engine trust model: edge devices provide 
decentralisation, Sybil resistance [8], and cryptographic enforcement of human–machine permissions, 
while anchor nodes offer global consistency, fast propagation, and a stable backbone for identity and 
credential registries. This hybrid approach ensures decentralisation at the edge, transparency at the core, 
and human supremacy throughout, all while rewarding honest participation in the emerging machine 
economy. 
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7. Governance 
The Superego Network is founded on a clear principle: only real humans should govern 

autonomous systems. This mirrors the spirit of Asimov’s Laws of Robotics, which assert that machines 
must remain subordinate to human intent and safety [9]. Governance is therefore the backbone of the 
protocol, ensuring that machines cannot self-authorise, that system upgrades reflect human values, and 
that all activity remains accountable to verified individuals. 

At the foundation is the Superego DAO, comprised entirely of humans who have passed the Proof 
of Humanity. Each person receives one non-transferable Superego SBT, creating a Sybil-resistant 
identity layer where every human has one vote. The DAO oversees upgrades to the SEL1 blockchain, 
approves machine-credential standards, manages identity integrity, and establishes ethical rules for AI 
and robotics. Voting follows the one-human-one-vote principle, with optional quadratic weighting to 
reward active participation without allowing wealth to dominate decision-making. 

Above the DAO, the Anchor Council provides global transparency and stability. Up to 500 Super 
Nodes - each tied to a Governance NFT - publish Anchor Blocks, synchronise identity and credential 
registries, and mine Machine Cash that is redistributed to contributing devices. Anchors serve as trusted 
reference points but do not control consensus; they reinforce transparency rather than authority. 

Governance decisions follow a three-tier model. Routine operational parameters require a simple 
majority of the DAO. Changes to machine-credential policies require both Council review and DAO 
approval. Structural or constitutional modifications require the strongest consensus: a two-thirds DAO 
supermajority plus approval from the Anchor Council. This ensures flexibility for everyday updates 
and rigour for system-wide change. 

The system also relies on Mandates, verifiable and revocable credentials that allow humans to 
authorise machine actions or delegate rights to other humans. Mandates always originate from humans, 
contain explicit scopes and time limits, and must pass SEL1 validation before a machine can act upon 
them. Machines can never issue or modify Mandates themselves. 

Together, the Superego DAO, the Council, and the Mandate system form a governance model that 
is democratic, decentralised, and human-centered. It cannot be manipulated by bots, dominated by 
wealth, or bypassed by autonomous agents. Superego ensures that the future of AI and robotics remains 
governed, not by algorithms or capital, but by humans. 

 

7. Tokenomics & the Machine Economy  
The Superego Network runs on two complementary digital assets that each play a distinct role in 

the system: $EGO, which represents human identity and governance authority, and Machine Cash, 
which will become the operational currency earned by machines and devices once the network is active. 
Together, they create a sustainable economy in which humans remain the ultimate decision-makers and 
machines contribute work in a controlled and auditable way. 

$EGO: The Token You Need Before the Machine Economy Exists 
$EGO is the native token of the Superego Network and the foundation for everything that will 

exist on top of it. It is the “identity fuel” required to create a Superego (a verified human identity) or an 
Alter Ego (a machine identity). Since these identities are the gateway to governance, delegation, and 
ultimately the ability for devices to earn Machine Cash, owning $EGO today positions you to participate 
in the future machine economy. 
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The token’s launch is structured as a fair release. Only 6% of the total supply is reserved for 
network development, and even that small portion is vested over three years, ensuring no one has early 
disproportionate influence or control. 

Importantly, $EGO cannot be used to buy authority. Proof-of-Humanity guarantees that each 
human has one—and only one—verifiable identity and one voice in governance, regardless of the 
number of tokens they hold. Instead, $EGO serves practical, human-centered functions: 

• Creating human and machine identities 
• Participating in governance and quadratic voting 
• Issuing, updating, and revoking Mandates 
• Paying network fees when a guaranteed settlement is required 

In essence, $EGO enables participation without allowing capital to override personhood. It is 
a token designed not to accumulate political power, but to empower genuine, verified humans in a 
network built for human-first governance. 

Machine Cash: Earned, Not Bought 
Machine Cash does not exist today; it will only come into existence once the Superego Network 

and its Supernodes are fully operational. It is designed to be earned exclusively through real 
contributions to the network—never through speculation—and will serve as the operational currency 
used by machines to pay for micro-fees and agent-to-agent interactions. Machine Cash is distributed in 
proportion to meaningful work, such as Transaction-Proof-of-Work computations and Pulse-based 
uptime, ensuring that devices are rewarded for maintaining the network. It cannot be pre-mined, pre-
sold, or accumulated in advance. The only way to obtain Machine Cash is by participating in the 
network once it launches, either as a device contributing compute work or as a Supernode that mines 
and redistributes rewards. 

Supernode Mining & Machine Cash Distribution 
The network supports up to 500 Anchor Nodes, each linked to a unique Governance NFT. These 

anchors form the transparency and coordination layer of the system and are the only nodes permitted to 
mine Machine Cash. However, they do not keep the rewards they earn. Instead, every Anchor is required 
to redistribute its Machine Cash back to the devices that contributed Transaction-Proof-of-Work and 
Pulse activity during that epoch, ensuring that rewards flow to the participants who actually maintain 
the network. Let: 

• 𝑊!= Consensus work contributed by a device 
• 𝑃!= Pulse reliability (uptime) 
• 𝐴"= Machine Cash reward pool for the epoch 

The device reward is: 

𝑅! = 𝐴" ⋅
𝑊! + 𝛼𝑃!
∑(𝑊 + 𝛼𝑃)

	

 
Where 𝛼 controls the balance between computation and uptime. This ensures that devices doing real 
work earn more and anchors cannot hoard rewards, creating a self-sustaining economic cycle. 
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The Human-Machine-Supernode Incentive Loop 
Once the network is running, humans will create their Superegos and issue Mandates, machines 

will execute authorised tasks and earn Machine Cash, and Supernodes will maintain transparency while 
mining and redistributing that Machine Cash back to contributing devices. As a result, devices that 
perform real work are rewarded, and $EGO holders benefit by enabling and governing the ecosystem. 
This forms a virtuous loop in which humans provide direction, machines carry out tasks, anchors keep 
the system aligned, and the entire network grows through honest participation. 

Separating $EGO from Machine Cash prevents the kinds of incentive conflicts that can destabilise 
other networks. Humans cannot buy authority, because governance is tied to verified personhood rather 
than token holdings. Machines cannot accumulate political power, since they earn only operational 
currency and never gain voting rights. Anchors also cannot centralise control, as they are required to 
redistribute all Machine Cash they mine back to the devices doing the work. This ensures the entire 
system remains accountable, with identities and actions defined by humans rather than algorithms or 
capital. In this way, the dual-token model reflects the core design of Superego itself—human-first, 
machine-supportive, and cryptographically enforced. 

 

8. Implementation Roadmap 
 
Phase Timeline Key Deliverables Outcome 

I. Identity 
Genesis 

Q4 2025-
Q1 2026 

PoH SDK• Superego SBT 
minting • Identity Registry •  
Mint 500 Governance NFTs 

Verified humans form the 
Sybil-resistant root of the 
network. 

II. Anchor 
Network 
Formation 

Q1–Q2 
2026 

Anchor Nodes online • Anchor 
Blocks• Global identity  

Global synchronization and 
transparency via the 
Council of 500. 

III. Credential 
Layer Q3 2026 

VC issuance tools • Real-time 
Mandate revocation• Multi-
Superego delegation• Alter Ego 
registration 

Humans can securely 
authorize and manage 
machine identities. 

IV. SEL1 Alpha Q4 2026–
Q1 2027 

Consensus on devices• Pulse 
Network• Messaging 

Fully decentralized edge 
blockchain secured by 
everyday devices. 

V. Machine 
Cash Economy Q1 2027 

Machine Cash mining by 
Supernodes • Device reward 
allocator• Machine Cash wallets 

Devices earn rewards for 
Consensus and uptime 
contributions. 

VI. Superego 
DAO Q2 2027 • PoH-gated voting• Quadratic 

governance• Mandate policy  

Human-first governance 
controls all protocol 
evolution. 

VII. Real-World 
Integrations 2027–2028 

Robotics, healthcare & mobility 
pilots • Digital ID bridge • 
Enterprise IAM integrations 

Superego governs real-
world AI and robotic 
systems. 

VIII. Global 
Machine 
Economy 

2028+ Cross-chain Mandates • High-
throughput machine markets 

A fully synchronized 
machine economy 
governed by humans. 
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9. Conclusion 
The Superego Network establishes a foundation for a digital society in which artificial intelligence 

and autonomous machines operate within a cryptographic system grounded in human agency and 
autonomy. By unifying identity, authority, and autonomy, Superego ensures that every machine action 
can be traced back to a verified human decision. Proof-of-Humanity establishes a Sybil-resistant 
identity layer, while Verifiable Credentials and Mandates enable humans to define precise boundaries 
for machine behaviour without surrendering control. 

SEL1, the edge-first blockchain, allows everyday devices, from phones to robots, to participate in 
consensus and enforce human-defined rules. Above this decentralised base, the Supernode Network of 
500 Council Nodes adds global transparency, maintains identity and credential registries, and mines 
Machine Cash, which is redistributed to contributing devices. This closes the loop between human 
governance, machine activity, and economic incentives. 

Superego is built on a simple principle: humans define, machines execute, and the network 
enforces. It prevents machines from granting themselves permissions or operating outside their 
Mandates, ensuring that all actions remain verifiable, traceable, and revocable. Rather than restricting 
autonomy, Superego aligns autonomous systems with human intention and replaces institutional control 
with cryptographic proof. 

As AI systems proliferate and the line between human and machine decision-making blurs, 
Superego offers a scalable and enforceable model for control, accountability, and trust. It enables a 
world where machines are powerful but never independent, autonomous, yet always accountable, 
ensuring that the emerging machine economy remains fundamentally human-driven, human-defined, 
and human-secured. 
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